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Example of a Cyber Crime

The internet has been used numerous times to commit widespread crimes such as harassment and pornography. In the rapidly expanding global reach of the internet, there are many questions on how to regulate and prosecute the wrongdoings that are bound to happen. The lack of physical presence in the virtual network makes it difficult for the law enforcement officials to identify jurisdictional boundaries and decide the level of prosecution that needs to be taken. The use of the internet for committing crimes is one of the biggest challenges facing the FBI today. This essay will give an example of cybercrime and explain details of how it occurred and how the investigations were carried out. 

An example of cyber crime is one that was committed by a computer hacker on March 1, 2000. The hacker compromised many e-commerce websites in the United States, Japan, Thailand, Canada and the United Kingdom. The hack stole more than 28,000 credit card numbers. The losses as a result of the theft were at least $3.5 million (Linda Rosencrance, & Lehman, 2000). The hacker had used the name of Curador. Thousands of credit card numbers and their dates of expiration were given out to various websites. Curador targeted the opportunity of data streaming which is one of the threats that is targeted to enter the e-commerce domain. The hacking incidence involved heavy theft of personal data, which was included in the credit card details and payment details of the individuals making purchases on the websites (Linda Rosencrance, & Lehman, 2000). The hacker targeted such kind of information and posted them on the internet. 

Curador started by hacking into the small-scale e-commerce websites, and his main target was to steal payment card details. He started hacking in late January and continued up until early March the same year. He was able to penetrate approximately nine sites that were located in Japan, Canada, Britain, United States and Thailand. Every time he hacked, he was able to steal approximately 705 to 5000 credit card numbers. By the time the law enforcement officials caught up with him, the total of credit cards compromised had gone up to approximately 28,000 cards. One of the websites that were compromised was SalesGate.com among other sites (Linda Rosencrance, & Lehman, 2000). The owners of the websites claimed that the hacker was able to breach the security measures that the websites had put in place enabling him to steal credit card numbers. When the website owners realized that there was a breach of security, they took measures such as notifying the owners and issuing banks immediately. 

After Curador stole the credit card numbers and details, he was able to set up websites where he shared the details of the cards with others. The details include the site registrations that were being paid using the stolen credit card numbers. The cost estimation of $3.5 million that the FBI gave included the costs of closing down the sites that Curador had created and issuing new cards to the owners who had lost theirs. The webpage that Curador had created was called “Curador y The Saint of E-Commerce.” Curador posted almost 6,000 numbers and made claims that he was in possession of 23,000 others (Linda Rosencrance, & Lehman, 2000). He listed the websites he had hit on his site, and these included Promobility.com, Feelgoodfalls.com, and shoppingthailand.com. The website he was running was being paid for by one of the stolen credit cards, and it was shut down later on when he was discovered. 

Credit owners may feel that their data is protected as it travels through the network. The truth of the matter is that the data and information are vulnerable at the remote destinations where the hackers have a chance of breaking in and stealing it. In the case of Curador and the websites he hacked, some of the websites may have had security systems or measures that were configured inadequately making them vulnerable to the exploitation of the hackers. Some of the websites may not have separated their storage of sensitive data from the web server that the public access. 

A thorough investigation was conducted on March 23, 2000, by the FBI and the Dyfed Powys, which are the Wales and UP police stations. The investigations involved searching at the residence of Curador. The website owners also worked with the federal authorities to give them information regarding the security breach. The investigations brought out information that the real hacker names were Raphael Gray or Mr. Gray and he was named eighteen years. The hacker was arrested, and he charged in the UK. The hacker was not alone, and he had a co-conspirator. The two were charged under the UK’s Computer Misuse Act of 1990. 

Investigating, arresting and charging Curador was successful because of the effective cyber investigation resources that were in place. The creating the FBI’s Cyber Division had gone a long way in curbing cyber crimes. The cyber division supports the FBI by assigning specialized agents with high and specialized technological skills that are focused on the cyber-related matters.
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